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Research and Implementation of Single Sign—on for Multi— Technology

Based on Web Services
SUN Qian—qing, JIANG Bing, XIN Yuan— xue
(College of Computer and Information Engineering, Hohai University, Changzhou 213022, China)

Abstract: To solve the problem of user repeated logon from various kinds of applications based on hybrid
architecture and in different domains, a single sign—on architecture was proposed. On the basis of analy-
zing the advantages and disadvantages of existing single sign—on models, combined with the key technolo-
gy like Web service, Cookie and HTTP redirects, two core problems such as unified identity authentica-
tion and asynchronous authentication were resolved. Meanwhile, the security and performance of this ar-
chitecture were well guaranteed since the HTTP redirects and RSA encryption technology were adopted.
The results show that this architecture is of high performance and it is widely applicable.
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Table 1 Comparison of a variety of single sign — on implementation
model
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Fig. 1  Single sign—on system architecture
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