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Detection of DDoS Attack Towards DNS Server

Based on Time Series Analysis
NI Tong-guang,GU Xiao-qing, WANG Hong-yuan
(School of Information Science and Engineering, Changzhou University,Changzhou 213164 ,China)

Abstract: Through the analysis of distributed denial of service (DDoS) attack towards the DNS server, a

novel method to detect DDoS attack is proposed based on the Agc time series, which is defined by attack

flow characteristics. By approximating the adaptive autoregressive model, the Apctime series are trans-

formed into a multidimensional vector series. Furthermore, a support vector machine classifier is applied to

identity the attacks. The experiment results show that this method can detect DDoS attacks effectively.
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Table 1 Comparison of three methods of detecting flooding attacks

%
Fii Fi, Fis Fia Fis
Dr 100 99.2 98.3 97.1 96.0
AP Fr 0.0 0.3 0.6 1.0 1.6
Ex 0.0 0.4 1.0 1.7 2.4
Dx 99.0 97.2 94.4 90.3 86.5
BP Fr 0.3 0.4 1.0 3.3 6.5
Ex 0.4 1.3 3.3 6.7 10.2
Dx 99.2 97.8 94.2 91.5 89.1
KNN Fg 0.3 0.5 1.5 3.1 6.3
Ex 0.3 1.0 2.6 4.8 8.2
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Table 2 Comparison of three methods of detecting amplification at-

tacks %
Fy F2» Fos Fay F2s
Dr 100 99.7 99.0 98.2 96.4
RIOTTH Fr 0.0 0.1 0.2 0.5 1.2
Er 0.0 0.2 0.4 0.7 2.2
Dr 98.1 95.7 93.1 90.0 86.3
BP Fr 0.6 1.0 1.4 3.1 5.7
Er 1.4 3.2 4.0 6.8 9.2
Dr 98.0 96.4 93.0 90.5 86.4
KNN Fr 0.7 0.8 1.6 3.4 5.0
Exr 1.2 3.0 3.9 4.3 8.4
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