% 30 & %2 TR FFIRCE KA R Vol. 30 No. 2
2018 5 3 A Journal of Changzhou University(Natural Science Edition) Mar. 2018

M EHS:2095-0411(2018)02-0069-08
ETHARPRBRBRITANEGMINER &

B Dt ORAER L 5L EE B

(1. LR sc a8 K2# Al 42 42 Be, B 200240; 2. B R BERF¥0, L 200240)

=

H¥

%

TE AR 0T P AR AT N RRAE B B DA i L 8 P BURR AT S B AT 43 AT L U 44 o 2K R
PRAT R ARAE 3 F bR S AR AT 1 1 — SRR AE , DL B T 3 A AT 2 06 R 0 ZGORRAE O R AR B 2% I BILAE Sy 3 2%
S ST P B Gy B IAAIE . 3 I S 06 Y T M B G R B A5 A % I AT DA IE T R 1 TN M T R B 2
BLE R IF 9 IZ 10 RE F1 5 1055 (0 2 ) T 2 538 A TE Bk

KR BUPRAT N s R 24 2 L s B A TAIE

HESSES TP 309 XHKFRERD A doi:10. 3969/j. issn. 2095-0411. 2018. 02. 010

User Authentication Method Based on Mouse Dynamics
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(1. School of Cyber Security, Shanghai Jiao Tong University, Shanghai 200240, China; 2. School of
Mathematical Science, Shanghai Jiao Tong University, Shanghai 200240, China)

Abstract: This paper presents a user authentication method based on mouse dynamics as a behavioral
biometric. Two kinds of features are proposed to characterize a user’s unique pattern of the interaction
with mouse device. One-level features are fine-granted metrics extracted for accurate characterization
of five basic mouse actions and two-level features are defined based on the relations between the basic
mouse actions. Extreme Learning Machine (ELM) is utilized for quick and efficient classification. The
efficacy of the proposed features and verification method are evaluated by experiments based on a pub-
licly available dataset. The experimental results demonstrate the high efficiency of ELM in verifying
users’ identities based on mouse dynamics.
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